How to Enroll an iPad

Power on the iPad that you wish to enroll, connect to Wi-Fi and then open the Safari App

Enter the URL defined for your MDM server and port — This can be found on the
administration page.

m & mdm.syamsoftware.com c [ﬁ + @

SYAM Mobile Device Manager
Logout ?

b4 Administration

MDM Server Settings Platform Configuration Services About

Configuration ==

(@ The MM Sarvar ic auailahia
& Basic Authentication
https://mdm.syamsoftware.com: 18032

Groups
Users

Managed Applications
Organization
Managed Devices +
SyAM Test MDM Server

Host Name

mdm.syamsoftware.com

Port #

8082
SSL Port #

18032

=
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Follow the onscreen prompts accepting certificates to continue the Enroliment web page, from here
Click on Root Certificatebutton

m & mdm.syamsoftware.com < ﬂ'l + O

SyAM Test MDM Server
Device Enroliment

If you had to accept the certificate accessing this page, you should
download the I oleiie- == and install it so it becomes trusted.

After that, go ahead and 1Rl

Follow the onscreen prompts to proceed through the screens and press the install button in the top
right corner to install the Root Certificate.

Cancel Install Profile Install
Cancel Install

UNMANAGED ROOT CERTIFICATE
. Root Certificate i . ) 3
Installing the certificate “SyAM Test MDM Server” will add it to the

list of trusted certificates on your iPad. This certificate will not be
trusted for websites until you enable it in Certificate Trust Settings.

Signed by mdm.syamsoftware.com
Not Verified

UNVERIFIED PROFILE
ins Cortificate The authenticity of “Root Certificate” cannot be verified.

More Details
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If you are using an iPad with i0S10.3 orabove,you must now Add the Root Certificate is in the

Certificate Trust Settings. To do this Click on Settings — General — About — Certificate Trust Settings

Settings General Settings < General About
Airplane Mode { Airplane Mode
About o Name Zach's iPad
B wiFi Home-AG Wi-Fi Home-AG
Software Update
Bluetooth off ° Bluetooth off | 2
ngs
Spotlight Search I Videos 0
B Notifications 8 Notifications
Photos 10
- Handoff =]
%] Control Center =] Control Center
o Applications 1
Do Not Disturb SEHE Da/Nat Distirh
Capacity 28.58 GB
Accessibility Available 25.99 GB
3 General 1
] . 0 Display & Brightness Version 10.3 (14€277)
%y Display & Brightness .
Storage & iCloud Usage Wallpaper Model MP2G2LL/A
"] Wallpaper -
. Background App Refresh m Sounds Serial Number FOFT31V3HLFC
Sounds
m ”™ Wi-Fi Address 0C:3E:9F:EB:83:09
A i - =
e Restiotions ot ) Touch 10 & Passcode Bluetooth 0C:3E:9F:EB:83:0A
n Touch ID & Passcode
= £ sattery SEID
Battery Date & Time
m Privacy
0 Privacy Keyboard Legal
Language & Region iTunes & App Store
(@) iTunes & App Store i - Certificate Trust Settings
= op Dictionary Wallet & Apple Pay
E Wallet & Apple Pay

Click the slider or button next to the name of the
certificate and then click continue to trust the

certificate

SyAM Software

Root Certificate

Warning: enabling this certificate for
parties to view.

websites will all -
any private r.n....._.,,i
Cancel . Continue
i i I
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Now go back to Safari and click on Enrollbutton o BBy B e B0+ 0

SyAM Test MDM Server
Device Enroliment

If you had to accept the certificate accessing this page, you should
download the | =ci o .- - | and install it so it becomes trusted.

After that, go ahead ard 2l

Mm Log in to website x M + 3

Enter the username and password of the group you wish
to enroll the iPad into then click Log In.

Log in to mdm.syamsoftware.com

hs

Cancel Loglin

In our example, we have enrolled our iPad to the s

High School Subgroup, we entered the username = [ - | T

and password which was configured in the High o SOUTH scHooL wusesfl | coeveesf]  mAvpsBl | @Potiesfl  Aon Complance
} HIGH SCHOOL
School Users page R preres
= hs
1 0 Devices
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Follow the onscreen prompts to install and trust the MDM profile.

Install Profile Cancel Warning Install

@ SyAM Test MDM Server Profile Service

Signed by mdm syamsoftware.com
Verified v/

Cancel Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at “https://
mdm.syamsoftware.com:18032" to remotely manage your iPad.

The administrator may collect personal data, add/remove accounts
and restrictions, list, install, and manage apps, and remotely erase
data on your iPad.

Description  Install this profile to enroll for secure access to SyAM Test MDM Server

Contains Device Enroliment Challenge

More Details

Remote Management
Do you trust this profile’s source to
enroll your iPad into remote
‘management?

Cancel Trust
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The iPad will now report into the MDM server and the device will appear under the group you enrolled
into

Mobile Device Manager v

Logout 2

Groups
° n H South School District ® High School
__ SOUTH sCHooL & Users [E) oDevices [E =Apps B e Profiles [El) A Non Compliance [}
DISTRICT

HIGH SCHOOL Chedkn Wallpaper u = Display v

MIDDLE SCHOOL
u Device Name $ User ¢ IsActive @& LastCheckin $ Model % ModelName & Operating System + Supervised %

O
O 1002 Zach's iPad hs True 1/31/2018 1:23:55 PM MP2G2LL iPad 10.3 True

If you click on your IPad you can scroll down and see under profiles what group your in and your Root
Certificate

Groups
° [ < < | South School District » High School
. SOUTH SCHOOL wusersf] oDevices [} s=Apps @ @ Profiles [} ANon Compliance [}
DISTRICT
[hisrsonoon
MIDDLE SCHOO! IP Address 73.249.239.24

Managed Applications Security Information

Passcode Present False
Passcode Compliant True
Passcode Compliant with Profiles Troe
= Hardware Encryption Block-level & File-level

Google Chrome 64.3282.112

Khan Academy 4.7.2

Profiles

Installed Applications High School

Root Certificate

SyAM Test MDM Server MDM

Provisioning Profiles

You no longer need to perform actions on the physical iPad, all management functions can now be
performed remotely through the MDM software.
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